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Abstract

Network reliability is becoming increasingly
important as critical systems become reliant
on the Internet. One of the most fundamen-
tal yet important areas of network reliabil-
ity is the existing routing mechanisms. Be-
cause of the vital importance of this infras-
tructure, it is important that it remain re-
sistant to attacks. We present in this paper
a neighbor checking mechanism that allows
routers running the Open Shortest Path First
Protocol (OSPF) to validate routing informa-
tion and prevent invalid information from be-
ing propagated throughout the network. This
scheme, when combined with existing digital
signatures techniques, secures OSPF routers
against insider and outsider attack.

1 Introduction

The world has become very dependent on
technology to complete common and vital
tasks. Much of what is accomplished on a
day to day basis relies on the stability of
the underlying network infrastructure. With
such a large and complex network of machin-
ery comprising the Internet, a careful review

of existing mechanisms is necessary to avoid
overlooking possible vulnerabilities or secu-
rity threats which could cause severe failure
and loss of functionality. A failure in just a
small portion of a large network could result
in catastrophic loss of service [1,7].

One of the most fundamental yet impor-
tant areas of network reliability is the rout-
ing mechanisms in existence. It has been said
that “abuse of the routing mechanisms and
protocols is probably the simplest protocol-
based attack available” [3]. In November
2002 the Beth Israel Deaconess Hospital suf-
fered a major network outage due to rout-
ing problems [2]. Fortunately, the staff was
able to revert to paper forms to meet pa-
tient needs, but the outage lasted for several
days and could have resulted in the loss of
human life. A deliberate attack on the rout-
ing infrastructure could produce worse results
than were experienced in this incident. Acts
of cyber-terrorism could in fact threaten na-
tional security.

Possible attacks on routing infrastructure
include manipulating valid router informa-
tion and traffic hijacking to gain unautho-
rized access or to slow service. A malicious
router that advertises low metrics (distance



costs) is certain to attract a portion of the
network traffic through itself, thus gaining
significant control within the network. Any
attack could be detrimental to the network.

One of the protocols used for network
routing deployed in internal networks is the
Open Shortest Path First Protocol (OSPF)
[4]. OSPF is a link-state protocol, so called
because each participating node is respon-
sible to describing the state (e.g., links to
neighboring networks, routers, and hosts) of
its local neighborhood to all other nodes
in the network. It has been established
that OSPF can effectively determine efficient
paths for traffic in an internal network. How-
ever, there are many vulnerabilities associ-
ated with OSPF that if not addressed can
lead to network failure.

We present in this paper a mechanism for
router authentication and integrity protec-
tion in OSPF, in an effort to prevent at-
tacks aimed at the network routing infra-
structure. Our work uses a concept called
neighbor checking and relies on previous work
[5, 6] involving digital signatures in OSPF.
In the next section we provide an overview
of the OSPF protocol. We then describe re-
lated research that has been performed in this
area. In the section following we discuss our
method of router authentication and outline
several of its strengths and weaknesses.

2 The OSPF Protocol

In order to identify and secure potential vul-
nerabilities in the OSPF routing protocol, an
understanding of the details of OSPF is nec-
essary. This section provides an overview of
the protocol specification [4] as it pertains to
our research.

OSPF is widely used in Autonomous Sys-
tems (ASs)—internal networks managed by
an entity, such as a business or university. In
this protocol, each router is responsible for

maintaining an identical database which de-
scribes the topology of the AS, so it can deter-
mine the shortest routes for packets to take
to arrive at any particular destination. This
link-state database is composed of Link State
Advertisements (LSAs) received from other
nodes in the AS, each containing information
about the local neighborhood of the source
node. To determine the shortest path to a
destination, all routers run the exact same
algorithm in parallel. Each uses its link-state
database to construct a tree of shortest paths
to all other destinations, with itself as the
root. If there exist several equal-cost paths
to a particular destination, then the traffic is
distributed evenly among the routes.

2.1 Adjacencies

To build a description of the network topol-
ogy each router must first establish adjacen-
cies with its immediate neighbors. Routers
first discover their neighbors by sending and
receiving Hello packets. Using the Hello
protocol Hello packets are sent out peri-
odically on each network interface by each
router. Once neighboring routers have ‘met’
via the Hello Protocol, the routers undergo
a Database Exchange Process to enforce
database synchronization. This synchroniza-
tion is repeated periodically to maintain data
integrity.

2.2 Flooding

Once adjacencies have been established be-
tween neighboring nodes, a node organizes
the information about its local neighborhood
(i.e., the information about the nodes it is di-
rectly connected to) into a LSA to distribute
to all other nodes. The LSA reaches all other
nodes through reliable, intelligent flooding.
This process is as follows: when a router
receives an advertisement from a neighbor,
it acknowledges receipt of the advertisement



Figure 1: An example OSPF topology.

and, if the advertisement is new, forwards the
advertisement to all other neighbors. Thus,
all routers will have an identical topological
database of LSAs from which they can derive
shortest paths to all destinations.

2.3 Network Hierarchy

Routers can be grouped together in areas
within an AS. Each area runs in parallel a
copy of the basic link-state protocol. OSPF
defines a two-level hierarchy among all areas
in the AS: the top level is the backbone, and
the next level consists of many areas con-
nected to the backbone. A router which is
part of two areas within the AS is known
as an Area Border Router (ABR) and be-
longs to the backbone. Routers that are con-
nected to points outside the AS are known as
Autonomous System Boundary Routers (AS-
BRs). Routers within an area can deter-
mine the shortest path to a router outside
the area using information from the ABRs.
Likewise, routers within the AS can deter-
mine the shortest path to routers outside the
AS via information from the ASBRs.

2.4 LSAs

LSAs are the building block for link-state
databases. FEach LSA describes the local
neighborhood of the router where it origi-
nated (i.e., the nodes that are directly con-
nected to it, and the metrics to travel to each
in a single hop). OSPF defines five types of
LSAs:

e Type 1: Each router sends a LSA to all
the routers in its area, advertising its ad-
jacencies.

e Type 2: Each multi-access network
chooses a designated router through
which traffic will be directed, so as to
reduce traffic on the network. The desig-
nated router uses Network Links Adver-
tisements to advertise the list of routers
connected to the network.

o Type 3: Each ABR advertises a Sum-
mary Link Advertisement to each of the
areas which it is attached to, describing
routes to networks outside that area.

e Type 4: Each ABR advertises a Sum-
mary Link Advertisement to each of the
areas which it is attached to, describing
routes to ASBRs outside that area.

e Type 5: Each ASBR advertises many
External Link Advertisements, which de-

scribe routes to destinations outside the
AS.

The Type 1 LSA data from router F in Fig-
ure 1 would carry the LSA data shown in the
following table:
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Figure 2: A LSA header.

In addition to carrying the state of its
neighboring nodes, all LSAs carry a header
that contains identifying information for that
LSA:

o Link State age: The age of the LSA
in seconds. At each router an LSA
passes through the age is incremented by
InfTransDelay until it reaches MaxAge
(defined as one hour). LSAs with age
MaxAge are not used in routing table
calculation. Age is also incremented
as the LSA resides in the database of
any router. When the age of an LSA
reaches MaxAge in a router’s database,
it is flushed from the database and re-
flooded as a signal for other routers to
remove it.

e Options: Indicates optional capabilities
associated with the LSA.

e Link State type: The type of LSA (listed
above).

e Link State ID: Identifies the piece of the
routing domain being described by the
LSA.

e Advertising Router: The ID of the OSPF
router from which the LSA originated.

o Link State sequence number: A signed
32-bit integer used to identify each LSA.

A router sends its first LSA with the low-
est sequence number and sends each sub-
sequent LSA with increasing incremental
sequence numbers. If a router encounters
more than one LSA from a particular
router, the sequence number is used to
determine which LSA is more recent. If
the sequence numbers are equal, then the
age, and finally the checksum are used as
tie-breakers.

e Link State checksum: The checksum of
the complete LSA excepting the Link
State age field.

3 Related Work

Recent research in routing security has pro-
duced insightful analysis of the strengths and
vulnerabilities of OSPF and other routing
protocols. Several methods of router authen-
tication and cryptography have been derived
for securing these protocols against attackers.

3.1 Security Strengths in OSPF

In his research Wang [11] outlines some of
the security strong points in the OSPF pro-
tocol. One of these advantages is found in the
flooding process. If a faulty or compromised
router is sending bogus information to a good
router, a phenomenon known as fight-back en-
sues: the good router tries to convince the
faulty router by repeatedly sending it good
information.

Another advantage inherent in the link-
state protocol is the property of information
least dependency. LSAs contain raw informa-
tion from the source router. In the event that
an LSA containing incorrect data exists in the
AS, this property allows other routers to iden-
tify the source of the problem. This differs
from distance-vector protocols which desig-
nate that a router receive from its neighbors



an estimate of their cost to reach all other
routers in the AS. The distance-vector routers
then use this metric to calculate their own
estimates to all other routers and then dis-
tribute them to their neighbors. Using this
cost aggregation technique it is difficult for a
router to validate the information it receives,
and when bogus information is detected, it is
difficult to determine its source.

3.2 Security Threats in OSPF

Wang [10] partitions attacks on routing in-
frastructure into two categories: external and
internal attacks. We detail below these types
of attacks and some preventative solutions.

3.2.1 External Attacks

External attacks are caused by non-protocol
participants (intruders; e.g., an attacker with
access to links between routers). Threats
posed by outsiders include deletion, modifi-
cation, replay, or forgery of protocol packets.
These attacks could affect the adjacencies es-
tablished in the AS and the update of routing
tables of existing routers.

One specific external threat is the man-in-
the-middle attack [11]. In this attack an in-
truder that has gained access to the network,
posing as a valid router, advertises false met-
rics to hijack data traffic. Figure 3 displays
such an attack, in which a malicious router,
R3, has sent false metrics to its neighbors to
intercept traffic. Once the malicious router
has successfully redirected routes through it-
self, it can drop packets, manipulate data, or
simply gain access to data that it is not au-
thorized to view, without detection.

To guard against external attacks, OSPF
Version 2 [4] requires that all protocol ex-
changes be authenticated, thus preventing an
unauthorized router from posing as a valid
router on the network. Every OSPF packet
specifies an authentication type and desig-
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Figure 3: The paths of traffic between hosts
H1 and H2 before and after a man-in-
the-middle attack imposed by the malicious
router R3.

nates a 64-bit field to be used for the authen-
tication.

One possible authentication technique is
the use of a 64-bit password [4]. However,
any intruder with access to the network could
trivially obtain a password sent in the clear
using a passive attack (i.e., learning the pass-
word by observing network traffic) and thus
authenticate itself.

Another authentication technique uses
cryptography [4]. A shared secret key is
configured for all routers within a sub-
net/network. For each OSPF packet, the key
is used to generate/verify a message digest
which is appended to the end of the packet.
The digest is a one-way function of the secret
key and the packet itself. The secret key is
protected from passive attacks because it is
never sent in the clear. Also, the increasing
sequence number in the LSA prevents an at-
tacker from replaying the packet and its cor-
responding digest.

3.2.2 Internal Attacks

Insider attacks occur when a router is faulty
or has been compromised by an attacker.
OSPF routers have the responsibility of gen-
erating local information (LSAs) and for-
warding LSAs of other routers, so insider
threats can attack either of these functions
[10]. Possible attacks include generating bo-
gus data and deletion or modification of cor-



rect routing information. Because insider at-
tacks come from routers that appear to be
recognized by the network, authentication
schemes, such as those mentioned previously,
will not protect the network against this type
of attack; compromised routers have access to
the passwords or secret keys.

One specific insider attack is the prema-
ture aging attack. In this attack the age field
is manipulated by a participating router, to
make it appear older than it is. When it
prematurely reaches MaxAge in transit or in
a particular router’s link-state database, the
LSA is flushed by the router and flooded to
all other nodes. This will cause an incorrect
description of the AS topology in link-state
databases that have flushed the LSA.

3.3 Digital Signatures in OSPF

Some efforts have been made by Murphy to
secure OSPF using digital signatures in a pub-
lic key infrastructure (PKI) [5,6]. In this
method each authenticated router in an inter-
nal network maintains a public and private
key. When an authenticated router sends
routing protocol packets, it signs the data us-
ing its private key, thus preventing any par-
ticipating router from manipulating the LSA
in transit. All authenticated routers in the
AS maintain a database with the public keys
of all other authenticated routers. Using the
public key of the LSA’s owner, any router
receiving the LSA can verify the LSA’s in-
tegrity. Also, a router generating faulty in-
formation can be identified by its signature
on the faulty OSPF packet.

3.3.1 Authenticated and

LSAs

Routers

Authenticated OSPF routers are capable of
performing all the same functions as stan-
dard OSPF routers. In addition they gen-
erate signed routing information LSAs (au-

Link State
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Link State |D

Advertising Router

Link State sequence number

LS checksum length
LA Data
Signature
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Figure 4: An authenticated LSA.

thenticated LSAs), send new key information
LSAs, manage key and signature algorithm
verification, and verify signatures received.
An authenticated LSA contains the following
information:

e Normal LSA header: The LSA header,
as described in section 2.4.

e Link state data: Variable.

e Signature: The router’s signature of the
LSA, excluding the age.

e Rtr Key Id: Used to identify the router
key used to sign this LSA.

e TFE Id: The id of the Trusted Entity that
produced the certificate.

e Signature Length: The length in bytes of
the Signature.

The signature is produced by the router sign-
ing the LSA—all except the age. This allows
authenticated routers through which the LSA
passes to duly age it.

In order to guard against a premature ag-
ing attack, the signature of an authenticated
LSA includes the age if and only if the age is
maximum age. This prevents a router, other



than the LSA’s owner, from flushing the LSA
from the network.

3.3.2 Key Management and Distribu-
tion

Using the PKI described by Murphy [5, 6],
a special router acts as a Trusted Entity for
authenticated routers. This Trusted Entity
maintains its own public and private key pair:
its public key is known by all authenticated
routers, and its private key is kept secret.
In order for a router to be authenticated in
this AS, it must flood the network with a
Router Public Key LSA, which has the fol-
lowing components:

e Normal LSA header: The LSA header,
as described in section 2.4.

e Signature information: Includes the in-
formation to correctly interpret the sig-
nature, as in the authenticated LSA
above.

o (lertified information: The information
that the Trusted Entity has certified
(which must be the same as in the LSA
header).

e (ertification: The signature produced
by the Trusted Entity of the certified in-
formation.

e Signature: The router’s signature of the
LSA, excluding the age.

The Router Public Key LSA contains infor-
mation that must be certified by the Trusted
Entity: the router id; the public key; the
router’s role in the AS (e.g., internal router,
ABR, ASBR); and the key’s expiration time.
The whole LSA (minus the age) is signed by
the originating router, and this signature is
also included. Any authenticated router re-
ceiving this Router Public Key LSA will add

the new authenticated router’s id and pub-
lic key to its database. Because the addi-
tion of new routers to a network is gener-
ally planned by network administrators, the
necessary configurations for a new router to
join an authenticated network may be per-
formed offline, thus avoiding the the risk of
the Trusted Entity being compromised.

3.3.3 Advantages and Disadvantages

One of the advantages of the digital signature
scheme proposed by Murphy is that the in-
tegrity of each LSA is maintained as the LSA
traverses the network. This is an improve-
ment over the shared secret key technique in
the respect that LSAs are digitally bound to
their owners, and helps prevent internal at-
tacks. This also makes it easier to pinpoint
problems in the network.

A large disadvantage of using a digital sig-
nature scheme is the computational complex-
ity required to perform signature generation
and verification. Network routers must min-
imize the delay involved in forwarding data
packets. In order to achieve maximum per-
formance, computations must be kept to a
minimum.

Performance analysis of the digital signa-
ture security scheme shows that the great-
est effects on performance are caused by the
computation required for signature verifica-
tion; an LSA is signed only once but verified
by every router that receives it in the flood-
ing process [5]. One suggestion that Mur-
phy proposes to overcome this computational
overhead is the implementation of a proces-
sor dedicated to the purpose of verifying the
digital signatures of received routing pack-
ets. Wang [10] proposes another scheme us-
ing selective verification in which every LSA
is signed, but the signatures are only verified
by the other routers if the originator has de-
tected modification. In this case the LSA’s
originator enables verification of its LSAs via



a flooded signal.

3.4 Predecessor Information

Although OSPF is a link-state protocol, we
here summarize concepts that have been ap-
plied to secure distance-vector routing pro-
tocols because they pertain to this research
of securing link-state protocols also. In re-
searching methods for protecting distance-
vector routing protocols, Smith [8,9] has pro-
posed the use of predecessor information to
verify integrity of routing data. Routing
updates in distance-vector protocols contain
multiple entries, each specifying a destination
node and the metric to that destination. Us-
ing the predecessor method, the updates also
contain information about the second-to-last
hop (predecessor) to the destination. By in-
cluding this information, the receiving router
can verify the entire path from itself to the
destination. This is accomplished by veri-
fying the path first to the predecessor using
information reported by the routers directly
adjacent to the destination. This is itera-
tively repeated for each intermediate hop in
the path.

4 Neighbor Checking

This research uses several concepts from the
papers referenced herein to secure the OSPF
protocol. We propose a security mechanism
that includes digital signatures and neighbor
checking—a concept related to predecessor
information.

4.1 Motivation

An analysis of the digital signature approach
to securing OSPF network produces solid re-
sults against outsider attacks. Insider at-
tacks in which a router produces bogus LSAs
can also be detected and traced to the guilty

Figure 6: A partitioned network. Router R3
is the only link between the two fragments.

party. However, even the digital signature
pattern leaves room for a router to manipu-
late an LSA en route and go undetected.

The digital signature authentication previ-
ously outlined [5, 6] guards against a router
prematurely setting the age of a passing LSA
to MaxAge because the LSA’s signature in-
cludes the age field when and only when the
LSA’s age is MaxAge. However, there is noth-
ing to prevent a router from prematurely ag-
ing a LSA to some older age less than MaxAge.

Figure 5 shows what happens when a
router R2 prematurely ages an LSA before
passing it on to R3. R3 ages the LSA to
MaxAge and subsequently flushes it and then
floods it to its neighbors. This may not seem
to be a problem because the neighbors of R3
will not flood the LSA with an age field of
MaxAge because it is not signed by the LSA—
which would include the age field in its signa-
ture. However, the OSPF Version 2 specifi-
cation [4] states that if only one of two LSAs
has its age field set to MaxAge, then that LSA
is the more recent of the two. This dictates
that if R3 ever receives a “good” version of
the LSA, R3 will discard it as outdated. To
further the extent of the problem we consider
a case in which R3 is the only link between
two fragments of an OSPF area [10] (see Fig-
ure 6). If R3 received the aged packet in this
state, then no LSAs from Fragment 2 will ever
reach Fragment 1. This will keep Fragment 1
from updating critical information and may
disable parts of the network.
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Figure 5: A premature aging attack in which R2 prematurely ages an LSA, following which
R3 ages the LSA to MaxAge and floods it to its neighbors. Its neighbors do not accept the

packet because it is not appropriately signed.

4.2 Methodology

The notion of neighbor checking stems from
the fact that when an LSA is flooded from
any given node, it must first pass through the
first-generation neighbors of that particular
node. By including in the LSA information
from the previous hop, a router can verify
the integrity of the LSA’s data, all the way
back to its source. This idea is similar to
the predecessor method proposed by Smith
[8,9]. If a router can verify that information
added by the neighbor from which it arrived
is correct, then it can be shown recursively
that every hop is correct back to the LSA’s
originator.

The algorithm is straightforward. When a
router originates an LSA and floods it to the
network, it gives the age field an initial value
of 0. At the first hop from the LSA’s origin,
the receiving router recognizes that the previ-
ous hop was the original source of the LSA, so
no verification is needed. It copies the data in
the current age field to an identical field des-
ignated for predecessor information—the pre-
wous age field—and updates the current age
field of the LSA by adding InfTransDelay
to it. At every subsequent hop, the router
receiving this LSA from neighbor and prede-
cessor follows a similar pattern:

e Verify that the current age in the LSA is
equal (within a predefined error) to the
sum of the age in the predecessor field
and InfTransDelay.

e [f the current age is incorrect, then deny
the packet and don’t continue.

e Else, replace the predecessor age with
the current age, update the current age
field by adding InfTransDelay to it.

e Flood the LSA to neighbors.

In perspective, we examine the premature
aging attack explained previously. When R3
in Figures 5 and 6 receives the LSA with the
age of 3598, R3 analyzes the packet to test
its validity. Because the packet also contains
the age from the hop before R2, R3 can de-
tect that the LSA has been prematurely aged
by R2. R3 discards the LSA, and when a cor-
rect version of the LSA reaches R3 through
a different router, it can finish flooding the
network.

4.3 Implementation

The neighbor checking mechanism has all the
functionality of the digital signature scheme
outlined by Murphy [5,6]. In addition it



contains two new fields and their accompa-
nying signatures in the header: the current
age field—signed by the neighbor from which
the LSA came—and the previous age field—
signed by the router that sent it to that neigh-
bor. The signatures of these fields are con-
tained in the header along with the signature
information, so routers know how to interpret
them. The signatures themselves are derived
from the current age (or previous age) field
and the LSA sequence number, to prevent
against an inside router replaying the data.

4.4 Benefits and Drawbacks

One of the largest benefits of the neighbor
checking algorithm is that it can isolate and
identify problem routers before they cause
network difficulties. Because the neighbors of
problem routers will deny suspicious packets
from them, the OSPF protocol will essentially
work around them—that is, exclude problem
routers altogether from the protocol. This
also prevents bogus routing information from
penetrating a circle of first-generation neigh-
bors and propagating through the network.

Although using neighbor checking with
signed age fields reduces the risk of attack, it
adds to the computational overhead of rout-
ing. However, the neighbor checking concept
applied in this research need not always in-
clude digital signatures; the current and pre-
vious age fields can enforce age integrity with-
out signatures, and the feature of digital sign-
ing could be turned off except in cases of
heightened paranoia. Future research could
quantify the problem of overhead and iden-
tify potential solutions.

5 Conclusion

This research presents a mechanism for se-
curing the OSPF protocol against outsider
and insider attacks of several types. Using a

neighbor checking scheme OSPF routers can
verify integrity of the LSAs in transit. When
coupled with a digital signature scheme, the
OSPF protocol is less vulnerable to attack.

This research is necessary to secure the cur-
rent routing infrastructure in order to pro-
tect users from malicious attacks and network
failures. It improves security features in ex-
isting algorithms and can improve the relia-
bility and reduce the vulnerability of critical
OSPF routing systems. These improvements
to OSPF can help avert catastrophic failures
such as the one experienced at Beth Israel
Hospital.
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